Limiting Network Connections to Shares

To restrict access to specific shares, BrickStor uses Host based access controls to restrict access network level.
This can be set through the sharing tab of the dataset
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Once you select this option you will be prompted to set network address ranges to restrict or allow access to
the share. These options work in conjunction with the dataset permissions. (ex. A user connects to an SMB
share from a subnet granted Read/Write access, yet the dataset permission only allows Read operations for
that user. The example user will only be allowed Read permissions to the dataset)

For SMB shares you can assign the following permissions via Host Based Access Control
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Read/Write
Deny
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For NFS share you can assign the following permissions via Host Based Access Control
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It is important to note that setting ANY of the Host Based Access Controls will automatically apply an implicit
Deny rule. This means that in the case of wanting to deny a specific subnet or Ip addresses, you would also
need to apply allow rules for any desired subnets or IP address otherwise all connections will be denied.
Below is an example of how to configure Host Based Access Control to deny connections from the
10.1.1.0/24 subnet and allow connections from the 10.1.2.0/24 subnet.

Read-only

I

Read/Write

@10.1.2.0/24
Deny
@10.1.1.0/24

Since explicit deny rules are always processed first, an alternative method would be to allow everyone and
add deny rules for any desired subnets or IP addresses. The below example would deny access to the share
from the 10.1.1.0/24 subnet and allow connections from any other source.

Read-only

Read/Wrte

Everyone

Deny
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Encryption disabled

To assign everyone permission with Host Based Access, you can use one of the following

0.0.0.0/0
* (The BrickStor will translate this into Everyone once committed)
Everyone



Limiting Admin Access (Brickstor SP Manager
and ssh)

BrickStor SP Manager

In order to restrict access to the BrickStor SP Manager you must modify the bsrapid.conf file. This will set an
explicit listen address for the Ul, which should be on an Admin network. Run the following command to open
this file in vi text editor

vi /etc/racktop/bsrapid/bsrapid.conf

Once open move the cursor with the arrow keys to following position

SslKeyPath
Debug = false
AdminGroups = ["bsrac

StaticDir = : AT
EnablelLocalAD = true
AdTimeout = S500GBBE6GO

[Audit]
Connection =
[Audit.Syslog]

Protocol =
Sserver =
CertFile
Facility
Format =
Enabled
Tag =

When the cursor is there press "i" on the keyboard to enter insert mode and then type the IP address of the
adminO interface for the BrickStor. The line should look similar to this



ListenAddress
ListenAddressPub

SslKeyPath

Debug = false
AdminGroups

StaticDir = :
EnableLocalAD = true
AdTimeout = 5000000000

[Audit]
Connection =
[Audit.Syslog]

Protocol =
Sserver =
CertFile
Facility
Format =
Enabled
Tag =

Once this file looks correct, press ESC and then type :wq and press enter to write the changes and exit the file
Lastly restart bsrapid with the below command

svcadm restart bsrapid

This change will only allow Ul connections to the 10.3.12.60 address. If the network is configured to allow
other subnets to route to the admin network, hosts on other subnets could still potentially access the Ul

SSH

To restrict ssh access, the process is similar however with the /etc/ssh/sshd_config file. Run the below
command to open the file with a text editor

vi /etc/ssh/sshd_config

Once open find the line the reads "#ListenAddress 0.0.0.0" and move the cursor to the following position



Ciphers -chachazc

Next press "i" to enter insert mode and press backspace to delete the "#"

After that line is no longer commented out, using the arrow keys move the cursor to the end of the line and
remove "0.0.0.0" then type in the admin0 address. The Line should look like the below screenshot

ListenAddress

Once this looks correct, press ESC and then type :wq and press enter to write the changes and exit the file

Lastly restart the ssh service with the below command

svcadm restart ssh



Similar to restricting Ul access, this change will only allow ssh connections to the specified address. If the
network is configured to allow other subnets to route to the admin network, hosts on other subnets could
still potentially access the BrickStor over ssh



