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Updating the BrickStor SP Operating System

BrickStor SP Upgrade Prerequisite

When upgrading BrickStor SP it is always recommended to ensure that any encryption keys are
exported and backed up. Follow these steps if using encrypted datasets or have encrypted
storage pools.

- Navigate to the Encryption Tab.

- Click the Resync Encryption Keys with Peers Button.

- Click the Export All Encryption Keys button.

o A prompt denoting the entrance of a password will present. Once entered,
click the Export All Keys button.

NOTE: We recommend that a password be provided, rather than the automatically generated
password.

-

Export Encryption Keys to File

No password specified. A 256 bit random auto
password will be generated to encrypt all exported
keys

Export All Keys Cancel

o A Windows File Explorer window will present a default file name. The file
name will default to:

NODENAME_YEAR_MONTH_DAY-#OFKEYS_keys
o Click the Save button.

- A prompt denoting successful key export will present showing the Encrypted Key
File, as well as the Key Report File.



BrickStor SP OS Upgrade Procedure

The following steps will outline the process by which the BrickStor SP Manager and OS is
updated (for the purposes of this example, the example cluster consists of a Node A, Node B,
and a Witness. Node A is considered the Passive Node, and Node B is considered the Active
Node. If the system is running two Active Nodes, consider Node A to be the Active Node
carrying the lower serving load):

NOTE: If at any point the upgrade process is inhibited, contact the support team.

Upgrade Node A

1. To begin the upgrade process of the BrickStor SP Manager, first navigate to the System
tab of Node A.
a. Inthe Systems tab, click the Upgrade OS/ Manage Upgrade Versions button.
This will take you to the OS Upgrade screen (shown below).
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New OS available,

Upgrade OS / Manage Versions

b. Inthe OS Upgrade Screen, navigate to the new version (in this case, 23.4).
c. Click the Download icon to the right of the release version of the desired
upgrade (shown below).

PER 12/27/2022 &

d. A prompt displaying the downloading of the release version will present, as well
as a progress bar.

e. Once download is complete, click Activate.

Navigate to the System tab.

a. A message stating that a Different OS will run on next boot will present
(shown below).

b. Click Reboot.

M
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New OS available.

Different OS will run on next boot.
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I Reboot ” Undo I

Upgrade OS / Manage Versions

¢. A window will present on the right-side of the screen showing the active
changes to the system. This will display the changes that will occur to the
system when rebooting.
d. Click the checkbox to acknowledge the warning.
i. Click Commit (1) Change(s).
e. Aprompt will ask if you want to migrate resources and disable node

Open RMM Console

i. Click Yes.
f. Once the node has rebooted, ensure that it is enabled.

NOTE: Node A must be manually re-enabled before upgrading Node B by clicking the play
button next to Node A on the HA tab in the BrickStor SP Manager.

i. Verify this via navigating to node B.
ii. Click the HA tab.
iii. Ensure that HA is enabled.
iv. Exit the running instance of the BrickStor SP Manager Client.

Upgrade Node B

2. Repeat steps a-e on Node B to upgrade the second node.

3. Navigate to the BrickStor SP web interface.

Entering the IP of the BrickStor SP Node A into an internet browser search bar.
Log in to the website with the admin Username and Password of Node A.
Download and install the standalone BrickStor SP Manager client.

From the Witness system, download the High Availability Witness Binaries (this
will be used in the Witness Upgrade Procedure and Confd Upgrade Procedure).
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High Availability Witness Binaries

BrickStor SP Manager Standalone Clients

The BrickStor SP Manager provides full access to configure your
BrickStor appliance.

4. Launch the standalone BrickStor SP Manager client (downloaded in step 3¢).
a. The BrickStor SP Manager will automatically load the credentials of the system.
b. Select Node A, verify that the cluster is running (the homepage will display that
the HA system requires an upgrade).
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Witness Upgrade Procedure (Windows)

The following steps will outline the process to upgrade the Witness:

1.
2.

ounpkw

e

11.

Log in as administrator.
Navigate to Windows Services and locate RackTop High Availability Service.
a. Right-click on RackTop High Availability Service and click Stop to stop the service
from running.
Navigate to the location of the downloaded .zip file in the Windows File Explorer.
Extract the .zip file using default system processes.
Once located, right-click on hiavd.exe and click Copy.
Navigate to the location of the outdated hiavd.exe on the system.
a. This will be in either c:\racktop or C:\Program Files\Racktop\BrickStor\
Locate hiavd.exe and right-click it.
Click Paste.
Confirm the replacement of the file.

. Navigate to Windows Services.

a. Refresh the list of services.

b. Locate RackTop High Availability Service.

¢. Right-click RackTop High Availability Service.

d. Click Run.
On the BrickStor SP Manager, click the refresh button on the top right of the screen to
ensure the Witness has been upgraded (The HA tab will display green LEDs, and the
warning message denoting a version mismatch will disappear within 30 seconds).



Confd Upgrade Procedure (Windows)

The following steps will outline the process to upgrade confd:

1.

2.
3.

© N

Navigate to the location of the downloaded confd.exe file in the Windows File Explorer
(the same directory as the hiavd.exe file).
Once located, right-click on confd.exe and click Run As Administrator.
A command prompt window will present.
Enter 1 to install. Press Return.
Enter O for instance number. Press Return.
Entery to confirm the installation. Press Return.
Entery to confirm the update. Press Return.
Entery as response to backup query. Press Return.
Entery to start the confd service after installation. Press Return.
g. Press Return to exit and close the window.
Navigate to the Windows File Explorer and locate the new confadm.exe.
a. Right-click the confadm.exe file.
b. Click Copy.
Navigate to C:\Program Files\RackTop\BrickStor\confd\00.
a. Right-click the existing confadm.exe.
b. Click Paste.
Navigate to Windows Services.
a. Refresh the list of services.
b. Verify the new confd service is running.
Open a command prompt and cd to C:\Program Files\RackTop\BrickStor\confd\00.
Enter confadm member show status to confirm the cluster is healthy by assessing that
all three nodes are online and communicating.
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