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Preface

Terms of Use and Copyright and Trademark Notices

The copyright in the Documentation is owned by RackTop Systems and is protected by copyright
and other intellectual property laws of the United States and other countries. Without limiting the
rights of this copyright, no part of the Documentation may be modified, used in a compilation or
otherwise incorporated into another work, or with or into any other documentation or user
manuals, or be used to create derivative works, without the express prior written permission of
RackTop Systems. RackTop Systems reserves the right to change the terms at any time, and your
continued use of the Documentation shall be deemed an acceptance of those terms. RackTop
Systems, the RackTop Systems logo, BrickStor, CyberConverged, and certain other trademarks
and logos are trademarks or registered trademarks of RackTop Systems, Inc. in the United States
and other countries. Other company, product and service names may be trademarks or service
marks of others.

© 2022 RackTop Systems, Inc. All rights reserved.
Disclaimers

The Documentation and any information available from it may include inaccuracies or
typographical errors. RackTop Systems may change the documentation from time to time.
RackTop Systems makes no representations or warranties about the accuracy or suitability of any
RackTop Systems controlled website, the Documentation and/or any product information.
RackTop Systems controlled websites, the Documentation and all product information are
provided "as is" and RackTop Systems disclaims any and all express and implied warranties,
including but not limited to warranties of title and the implied warranties of merchantability
and/or fitness for a particular purpose. In no event shall RackTop Systems be liable to you for any
direct, indirect, incidental, special, exemplary, punitive, or consequential damages (including but
not limited to procurement of substitute goods or services, loss of data, loss of profits, and/or
business interruptions), arising out of or in any way related to RackTop Systems-controlled
websites or the documentation, no matter how caused and/or whether based on contract, strict
liability, negligence or other tortuous activity, or any other theory of liability,

even if RackTop Systems is advised of the possibility of such damages. Because some
states/jurisdictions do not allow the exclusion or limitation of liability for consequential or
incidental damages, the above limitations may not apply to you.
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BrickStor SP as a Nutanix Virtual Appliance

BrickStor Security Platform (BrickStor SP) is a data security platform for unstructured data that
can be deployed as a virtual appliance, providing shared data over SMB and NFS protocols with
advanced security and compliance features.

Nutanix Software Requirements

The following table shows the Nutanix software versions supported for deploying a BrickStor SP
virtual appliance:

SOFTWARE VERSIONS SUPPORTED ADDITIONAL NOTES

Nutanix Acropolis ‘ 20201105.30398

Hardware Requirements

The following table shows the required hardware hosting the Nutanix infrastructure that is
suitable for a BrickStor SP virtual appliance:

COMPONENT REQUIREMENTS

Processors 2.0GHz or better

Storage Solid State Disk (SSD) is recommended for hosting virtual appliances to
provide the required I/O performance of the primary OS drive for BrickStor
SP.

Mechanical hard disk drives (HDD) may serve as storage for file storage
volumes.

Other Requirements

Additional requirements may present dependent on the enabled features and use case of the
deployment (e.g., Network preferences). For more information regarding requirement
specification, see the BrickStor SP User Guide.

Host Servers and Clustering

In order to ensure the highest levels of availability For BrickStor SP services when running as a
virtual appliance, it is expected that the BrickStor SP virtual machine is deployed on a Nutanix
Acropolis cluster with two or more hypervisor servers and High Availability enabled and
configured to restart virtual machines in the event of a host failure.
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Deploying BrickStor SP on Nutanix Acropolis

This following section will outline the steps for deploying a BrickStor SP virtual appliance and
provide recommended and minimum required settings.

These instructions require that the customer has access to the current version BrickStor SP image
file in ISO fFormat which is available to licensed customers on the RackTop customer portal:
https://www.myracktop.com

Creating the Virtual Machine

Naming and Resources

Using the Prism Central Management software from the Virtual Infrastructure tab, launch the VMs
menu item and click on the Create VM button. Fill out the necessary details from the Create VM
dialog box.

Compatibility and Guest OS

The following list represents the recommended choices for deploying a BrickStor SP virtual
appliance:

e Compatible with: Nutanix Acropolis 20201105.30398 or later.
e Hypervisors provide: sufficient CPU, RAM, and performant 10 for reliable VM operation.
e Failover: Two or more Hypervisors are configured in cluster for VM Failover.

Customizing Hardware

The following list represents the recommended minimum choices for hardware customization of a
typical BrickStor SP deployment:

e CPU: 4 (vCPU: 1, Cores: 4)
e Memory: 64GB
e CD/DVD drive: During creation of the virtual machine is a convenient time to mount the
ISO file.
o New Hard disk: 100GB (Note: This is for the base operating system only. Additional Hard
disks should be provisioned for data.)
o Allocate on Storage Container: Bus Type SCSI
o Additional Hard disks: For data, storage may be provisioned using the same options,
Allocate on Storage Container: Bus Type SCSI.
o Provision these resources based on your data storage requirements.
e Legacy BIOS: Selected.
e At least one network adapter added.
o If separate networks are desired for management and data access, additional
network adapters should be added to the virtual machine.
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Installing BrickStor SP as a Virtual Appliance

This section will outline the process of powering on the BrickStor SP virtual machine for the first
time and installing the OS.

Select the BrickStor SP virtual machine in Prism Central > Virtual Infrastructure > VM (tab)
> Actions (menu item) and power it on.
With the BrickStor SP virtual machine powered on, select Launch Console
Once the VM has booted, the BrickStor SP installer will present.
o Login with root/racktop and run ‘osinstall’. Select the 100GB OS disk.
Once the installation is complete, eject the ISO from the CD/DVD drive by editing the VM
settings in Prism Central
Restart the BrickStor SP virtual machine.
The BrickStor SP appliance is now ready.
o Referto the BrickStor SP User Guide for the initial configuration instructions.

Configuring The BrickStor SP Manager

For instructions on setting up the BrickStor SP Manager including creating storage pools, joining a
directory service, and setting up file sharing, refer to the BrickStor SP User Guide available at
https://myracktop.com (Customer account required).
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